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managers.”> A work supervisor should generally follow the same procedures and
exercise similar judgment when addressing ethics issues as any disciplinary matter. The
work supervisor should consult with the designated ethics supervisor about all matters
believed to involve violations or potential violations of the Ethics Act. If, after a decision
regarding discipline is made, the work supervisor and ethics supervisor believe the
circumstances warrant review under the Ethics Act for consideration of additional
penalties, the designated ethics supervisor may then refer the matter to the attorney
general for review and additional action. The work supervisor or other officer imposing
discipline should notify the subject employee that a referral is being made at the same
time the employee is notified of the discipline being imposed.

D. Remedies and Penalties under the Ethics Act for Misuse of Equipment

If a public officer, whether public employee or board or commission member, has
made inappropriate use of state equipment, a work supervisor or the designated ethics
supervisor should initially direct that it not happen again.®® In addition, state policy
provides that incremental charges on invoices to the state resulting from personal use of
cell phones and electronic equipment must be reimbursed to the state.*

The particular circumstance of misuse by a public employee may require other
discipline, up to and including termination. Care should be taken to ensure that
appropriate personnel rules and the terms of collective bargaining agreements are
followed to protect the integrity of the action taken. Work supervisors should consult
with the appropriate human resource manager for guidance. Work supervisors should
also coordinate with the agency’s designated ethics supervisor.

Under the Ethics Act, the remedies available to a designated ethics supervisor of a
public employee are limited to certain actions to address potential violations, i.e.
reassignment of duties or ordering divestiture, and these remedies are not generally

o If the circumstances suggest significant Ethics Act violations and the need for

external investigation, matters may be referred to the attorney general initially for
issuance of a complaint. The designated ethics supervisor should consult with the state
ethics attorney if this course of action is believed necessary.

= Access to the equipment may also be removed, but we assume that there will be a

continuing business need for the officer to use the equipment so that taking away the
equipment will not usually be an option.

“ AAM 320.340.



Annette Kreitzer August 21, 2008
AGO File No. 661-08-0388 Page 11

applicable to the inappropriate use of equipment addressed in this opinion.” The
designated ethics supervisor for a board or commission may direct a member to refrain
from action to avoid a further violation.”®

The Ethics Act gives the attorney general authority to recommend action to correct
or prevent a violation and provides that the subject must comply. The Act does not limit
the scope of possible corrective action.”” It may include reimbursement to the state of
costs incurred in violation of the Act or other action suitable to the circumstances, such as
increased reporting or monitoring of use. The attorney general has authority to recover a
benefit received by a person as a result of a violation of the Act.”® Thus, the attorney
general may seek to recover expense avoided by a public officer by making use of state
electronic equipment. The attorney general also has broad authority to void actions taken
in violation of the Ethics Act and to pursue other legal or equitable remedies.”

The Personnel Board has varied authority to address Ethics Act violations
depending on the circumstances. As appropriate to the misuse of equipment by a public
employee, the board may order the employee to stop engaging in any official action
related to the violation, direct the employee to make restitution or recommend
disciplinary action, including termination.”® The board may order a board or commission
member to make restitution or recommend removal of the member from the board or
commission to the appointing authority, which is required to immediately act to do so.
Violation of the Ethics Act is grounds for removal for cause.”’ If the board determines
that a former public officer violated the Act, it may issue a public statement of its

= See AS 39.52.210.
% AS 39.52.220.

= AS 39.52.330. In so doing, the attorney general is guided by the remedies and
penalties that may be imposed by the Personnel Board for violations.

# AS 39.52.430(d). Action must be brought within two years of discovery of the
violation.

= AS 39.52.430(a)~(c).

% AS39.52.410(a).

. AS 39.52.410(b). If the officer is only removable by impeachment, the board must
report its findings to the president of the Senate. AS 39.52.410(d).
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findings and request the attorney general to take action seeking appropriate relief.*> In
addition, the board may impose civil penalties of up to $5000 per violation and require a
public officer who has benefited a person in violation of the Act to pay the state up to
twice the amount that the person realized.”

In most instances, misuse of equipment would likely result in direction to stop the
misuse and a demand for reimbursement of state expenses incurred or the value of the
benefit received, absent serious violations of the Ethics Act or the Personal Use of State
Office Technologies Policy, such as recurring misuse after direction to stop or misuse
resulting in a substantial expense to the state or benefit to the officer.

II. CONFIDENTIALITY OF PERSONAL INFORMATION WHEN STATE
ALLOWANCE IS USED FOR PERSONAL CELL PHONE OR PDA

You also asked whether an employee: (a) who is required to be accessible for
business purposes by cell phone or PDA; (b) owns his or her own personal cell phone or
PDA; and (c) elects to receive from the state an allowance to defray the additional cost of
using these personally owned devices for business purposes, waives the confidentiality of
his or her personal emails and call records. As explained below, the answer is that
personal emails and call records are not public records under the definition in the Public
Records Act and public disclosure of such personal information would likely run afoul of
the individual’s right to privacy under the Alaska Constitution. However, a state official
or a court could be required to review all call records and messages in order to locate
records generated through these personal devices that concern state business and that are
public records. In summary, state business records generated on a personal cell
phone or PDA are public records subject to review and disclosure, unless the Public
Records Act permits them to be withheld. Personal records are likely protected
from public disclosure but are not protected from state official or court review to
the extent necessary to identify state business records.

Alaska Statute 40.25.110 provides, with certain exceptions, that public records of
all public agencies are open to inspection by the public. The Public Records Act defines
the term “public records” to mean “books, papers, files, accounts, writings, including
drafts and memorializations of conversations, and other items, regardless of format or
physical characteristics, that are developed or received by a public agency, or by a private
contractor for a public agency, and that are preserved for their informational value or as

= AS 39.52.410(c).

- AS 39.52.440 and .450.
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evidence of the organization or operation of the public agency; ‘public records’ does not
include proprietary software programs.”

From the definition of public records, it appears that personal emails and call
records from a personal cell phone or a PDA are not “accounts” or “writings” “developed
or received by a public agency,” and are not “preserved for their informational value or as
evidence of the organmization or operation of the public agency.” Instead, they are
writings developed or received by people in their personal, non-employee capacities and
preserved for personal reasons. The personal emails and call records thus do not fit the
definition of public records. Additionally, the Alaska Constitution provides, in article I,
section 22, that the right of the people to privacy is recognized and shall not be infringed.
This provision of the constitution provides additional protection from public disclosure
by the government of personal emails and call records.

As stated above, however, a state official or a court could be required to review
personal call records and emails while seeking to locate and identify the business related
calls or business related emails sent or received through the personally owned devices.
Thus, again, although generally personal call records and emails would not be
disclosed to the public, they could be reviewed by a state official or court in the
limited circumstances described to comply with the Public Records Act. We
recommend that you advise all state officers who request the allowance of this
information and have each acknowledge that he or she was so advised.

Please do not hesitate to contact us if you have further questions regarding the
issues addressed in this opinion.

Sincerely,

TALIS J. COLBERG
ATTORNEY GENERAL

By:
Julia B. Bockmon
Assistant Attorney General
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